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Multifactor Authentication 
Introduction 
Multifactor Authentication (MFA) is an additional security step to verify your identity when you 
log in to Federation applications and systems. This extra layer of security protects you and the 
university from unauthorised access. 

Staff and students are required to have at least one MFA method: Microsoft Authenticator app 
or text messaging.  

Instructions 
The instructions below will guide you through setting up your preferred authentication method.  

You can also watch one of our video tutorials to step you through: 

• Microsoft Authenticator app method 
• Text message method 

Following setup, if you experience any issues relating to MFA or your login details you can get 
help through the password portal or by contacting IT Support on 03 5327 9999. 

 

Microsoft Authenticator app method 
The app is a handy method as it allows you to authenticate even if you're in a situation where 
don't have internet access or the ability to receive text messages.  

Once your MFA is set up, view the Receive a one-time passcode guide for additional 
information on authenticating without internet access.  

1. On your mobile device: download and install the Microsoft Authenticator app, based on your 
smart device operating system: 

• Apple iOS: Go to the App Store 

• Android: Go to Google Play 

2. Once you have downloaded the authenticator app, navigate to Microsoft My Signins  

3. Sign in with your university credentials (Staff username or Student ID and password) 

MFA Options 

Microsoft Authenticator app Useful if you may not have internet access or the ability to receive text 
messages. 

Text message Useful if you prefer receiving a one-time code by SMS. 

https://fedflix.federation.edu.au/media/Multifactor+Authentication+-+Adding+the+Microsoft+Authenticate+app+method/1_b6zp2c1s
https://fedflix.federation.edu.au/media/Multifactor+Authentication+-+Adding+the+text+message+method/1_bmt9mx6j
https://passwordreset.federation.edu.au/
https://federation.service-now.com/fed_esc?id=kb_article_view&sysparm_article=KB0010933
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&referrer=adjust_reftag%3DcCqOCv6hLwVy4%26utm_source%3DDocs%253A%2BAAD%2Bend%2Buser%2B%2528docs.microsoft.com%2529
https://mysignins.microsoft.com/security-info?domain_hint=federation.edu.au


 

Page 2 of 5 
 

CRICOS Provider No. 00103D | RTO Code 4909 | TEQSA No. PRV12151 (Australian University) 

 

4. On the 'Let's keep your account secure' screen, click Next 

 

5. On the 'Install Microsoft Authenticator' screen, click Next (you should already have installed 
this on your device in step 1) 

6. On the 'Now pair Authenticator with your account' screen, click Pair your account to the app 
by clicking this link (do NOT click the Next button). 

 

Your account will pair with Authenticator and be ready for use. 

If you would also like to set up text message MFA as a back-up, follow the text message 
method section of the guide next. 
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Text message method 
The other option is to receive a one-time code via text to authenticate. You can also watch a 
video tutorial to step you through this process. 

1. Log into any Federation O365 online application (eg. Outlook web-mail) using your Federation 
credentials (Staff username or Student ID and password) 

 

2. You will be presented with the requirement to set up MFA. Select Next 

 

3. Next, select I want to set up a different method in the bottom left of the screen. On a mobile 
device, this may read Set up a different way to sign in instead. 

 

https://fedflix.federation.edu.au/media/Multifactor+Authentication+-+Adding+the+text+message+method/1_bmt9mx6j
https://fedflix.federation.edu.au/media/Multifactor+Authentication+-+Adding+the+text+message+method/1_bmt9mx6j
https://outlook.office.com/
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4. Select Phone from the drop-down list, then click Confirm 

 

5. On the Phone page, enter the phone number for your mobile device, choose Text me a code, 
click Next and you will receive a text message.   

 

6. Enter the code that you received in the text message and click Next. 

 

7. You will receive confirmation of successful verification on your computer, select Next 

 

8. Your setup is now complete. Select Done to finalise and continue signing in. 

If you would also like to set up MS Authenticator app MFA as a back-up, follow the set up MS 
Authenticator section of this guide. 
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Revise your MFA methods 
Once setup, you can update your MFA methods at any time. 

1. Log into Microsoft My Account 

2. Click into the Security Info page from the left-hand menu 

3. Click Change or Delete next to the method you wish you alter. 

 

Please note: if you delete all methods, you will no longer be able to sign in to your Federation 
accounts. 

 

 

 

 

https://myaccount.microsoft.com/
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